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TYPES OF PASSWORDS RECOVERED 

Some of the longer, stronger and more noticeable passwords that the hackers were able to recover included: 

k1araj0hns0n 

Sh1a-labe0uf 

Apr!l221973 

Qbesancon321 

DG091101% 

@Yourmom69 

ilovetofunot 

windermere2313 

tmdmmj17 and  

BandGeek2014 

all of the lights 

i hate hackers 

allineedislove 

ilovemySister31, 

iloveyousomuch 

Philippians4:13 

Philippians4:6-7 and  

qeadzcwrsfxv1331 

From this method, Gosney discovered that people who don't know each other use very similar, and in some cases, 
identical passwords for the same sites.  

During this third stage, Gosney also used other wordlists and rules and it took Gosney 14 hours and 59 minutes to 
complete all stages.  

He managed to get another 1,699 more passwords - three hours to cover the first 962 plain passwords in this stage and 
12 hours to get the remaining 737. 

The other two password experts who cracked this list used many of the same techniques and methods, although not in 
the same sequence and with different tools.  

They used a wordlist that was created directly from the 2009 breach of online games service RockYou.  

This hack leaked more than 14 million unique passwords in plain text and this list is the largest list of 'real-world 
passwords ever to be made public.' 
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'Same thing with digits. I can just brute-force numerical passwords very quickly, so there are no digits in any of my 
wordlists.  

'Then I go straight to my wordlists + best64.rule since those are the most probable patterns, and larger rule sets take 
much longer to run.  

'Our goal is to find the most plains in the least amount of time, so we want to find as much low-hanging fruit as 
possible first.' 

HACKING JARGON EXPLAINED 

Markov chains - This method uses previously cracked passwords and a statistically generated brute-force attack that 
makes educated guesses to analyse plains and determine where certain types of characters are likely to appear in a 
password. A Markov attack on a seven-letter password has a threshold of 65 tries; using the 65 most likely characters 
for each position.   

And because passwords usually have capital letters at the start, lower-case letters in the middle, and symbols and 
numbers at the end, Markov attacks can crack almost as many passwords as a straight brute-force. 

Brute-force attack - Brute force also known as brute force cracking is a trial-and-error method used by to get plain-
text passwords from encrypted data. Just as a criminal might break into, or 'crack' a safe by trying many possible 
combinations, a brute-force cracking attempt goes through all possible combinations of characters in sequence. In a 
six-letter attack, the hacker will start at 'a' and end at '//////'  


